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Ipunoorcenue 1

x npuxasy om 30.12.20202. Ne 53F

HNOJOXEHHWE
00 obecneyenuH 6e30MaCHOCTH ABTOMATH3HPOBAHHOH HH(OPMAIHOHHOM
CHCTeMbl 00Pa30BaTEJILHOIO YUpeKIeHHs

1. Obuyue nonorcenusn

Hacrosimee Ilonoxenue omnpenenser TpeOoBaHWSA 1O  0OOECIIEYEHHIO
Ge30MacHOCTH aBTOMATH3HPOBaHHOH HHGOpManHoOHHON cucTeMsl (nanee - AHC)
oOpazoBaTenbHOT0 yupexaeHus (Jaiee — OmnepaTop).

AWC  npencrasnser  coboit  IT-cucremy, npenHasHadyeHHYO IS
aBTOMATH3ALMH NPOLECCOB (POPMUPOBaHHUs, 0OpabOTKM U aHaNW3a WHPOPMAINH
110 OCHOBHBIM HallpaBJIeHUAM JedaTensHocTu Oneparopa.

OcHoBHBIMH (DyHKIIMOHATBHBIMUA Bo3MOxHOCTAIMU AVC Oneparopa SBISIOTCS:

e (dopmupoBaHue, XpaHeHHe U OOHOBIEHHE CBEAECHUH O CTPYKType Y4eOHBIX
nosipazienenuit Oneparopa;

e (dopmupoBaHHe, XpaHeHHe W OOHOBJIEHHE CBEIEHHH O IperoJaBaTeTbCKOM
cocTaBe M COTPYAHUKAX yueOHBIX moapazenenuit Oneparopa;

e (dopmupoBaHue, xpaHeHHe W OOHOBJIECHHE CBEIEHHH 00 WHIAMBUIYATBHBIX
IUTaHax paboTEI MIPEIoaBaTeIbcKOro COCTaBa;

e (dopMHpoBaHHE, XpaHeHHe W OOHOBIEHHEe CBefeHUUW 00 ydebHOM (yuebOHO-
MIPOU3BOJCTBEHHOM) IaHe Omeparopa;

e (QopMupoBaHHE, XpaHeHHe W OOHOBJEHHE CBeleHHH 00 yueOHON Harpyske
IperoaaBaTeILCKOrO COCTaBa;

e (QopMupOoBaHHE, XpaHEeHHE M OOHOBIEHHME CBEACHUM O HaydyHOH M y4yeOHO-
METOJUYECKOM MPOAYKIHH (METOIUuYEeCKHe peKOMEHIAllNH, yaeOHbIe Tocobus,
MoHoTpadun, MyOIUKaLK ) TPENoJaBaTelbCKOro COCTaBa;

e (QopMHpOBaHME, XpaHeHHe W OOHOBJIEHHe CBeleHHH 00 oOydaromuxcs,
npoxonsanmx obydenue y Oneparopa;

e (QopMHpOBaHHE, XpaHEHHEe W OOHOBJIEHHE CBEIECHHH O pe3ynbTaTax y4eOHOro
nporiecca (UTOTH TECTHPOBAHUS, SK3aMEHOB);

e apanuTHuecKas oOpaboTka WHGOpPMAIMK O MPOBEICHHH y4eOHOTo Ipoliecca
KaKk 3a OTYETHBIH TepuoJ, TaKk M O TeKylled [NeATeNbHOCTU Y4eOHBIX
nonpazaencHui Oneparopa.

B xauectBe wunHbopManuu, nomiexameid 3zamure B AMC Oneparopa,
paccMaTpHUBAIOTCA:

® [IepCOHAJBHBIE JaHHBIE IIPENOAaBaTEelbCKOIO COCTaBa W COTPYIHHKOB
y4eOHBIX MOpa3AeNIeHAN;



® T[EepPCOHANbHBIE [JaHHble OOYHalOIUXCS, IPOXOAAIIMX K  IIPOIIEIIINAX
obyueHue;
® IMEePCOHAIBHbIE JaHHbIE aAMUHUCTPATUBHO-X03HCTBEHHBIX II0/Ipa3elIeHHH.

IIpu obecniedenny 6€30IaCHOCTH IEPCOHANBHBIX JAaHHBIX B MH(QOPMAaIHOHHOI
cucteme Onepatop PyKOBOACTBYETCS CIEIYIOIIMM: BEIOOP CPEJCTB 3all[HTHI
MH(QOPMALIH 1T CHCTEMBL 3aIIUTHl TI€PCOHANBHBIX IAHHBIX; ONpeAe/eHre THIIA
yrpo3 6e3omacHoCTH [IEPCOHAJIBHBIX  JAaHHBIX, AaKTyaJlbHBIX IS
UHQOPMAllMOHHOH  CHCTEMBI;  yCTaHOBJIEHHE W  OOeCHeYeHHEe  YPOBHHA
3aIMINEHHOCTH II€PCOHANBHBIX B HH(QOpPMAIMOHHOH CHCTEME IPOHU3BOJUTCA
OmnepartopoM B cooTBeTcTBUM ¢ TpeOoBaHMAMU K 3alUTE TEPCOHATBHBIX JaHHbIX
npu ux 00paboTke B HH(OPMAIIMOHHBIX CHCTEMaxX IIEPCOHANBHBIX JAHHBIX,

YTBEPXKIAEHHEIX nocTaHoBlIeHUeM lIpaBurensctBa P® ot 1 Hos6ps 2012 r. N
1119.

OCHOBHBIMH rpynmnamMua yrpo3, Ha IIPOTHBOCTOAHHE KOTOPBIM HaIlPaBIICHBI
el |1 TpC6OBaHI’IH 6630H&CHOCTH, ABIAIOTCA:

® YIrpo3bl, CBS3aHHbIE C OCYIIECTBIEHHEM HECAHKIIMOHUPOBAHHOIO JOCTYIIA
(o3HaKoMIiIeHUs) ¢ MH(popMalMel, cojepkalieldl CBEICHHS O IepCOHAIBHBIX
JAHHBIX pa0OTHUKOB U O0YJAIOIIUXCS, TIPH ee 00paboTKe U XpaHEeHHH;

® YIrpo3bl, CBS3aHHBIE C HECAHKI[MOHWPOBAHHBIM KOIHUPOBAHWEM (XHIIEHHEM)
UH(POPMALIUH, COAEpIKAILEeH CBEIEHUS O IIEPCOHANIbHBIX JaHHBIX paOOTHHUKOB H
o0ydJaronuxcs;

® YIpO3bl, CBI3aHHBIE C OCYIIECTBIEHUEM OCTyIa K HHGOPMAIIUH, COAepIKaIeit
CBEIIEHHS O IIEPCOHAIBHBIX [JaHHBIX PabOTHHUKOB M oOydaronuxcs, 0e3
pas3pelleHus Ha TO ee Biaaelblia (CyOheKTa NepcoHaIbHBIX TaHHBIX );

® VYIpo3bl, CBsA3aHHBIE C HApyIIEHWEM IOPSIKAa JOcTyna K WHGOPMAIIHH,
coJep)kaliedl CBeleHUsA O NEPCOHANBHEIX  JaHHBIX PaOOTHHKOB |
o0yuarommxcsi, nepeaBaeMoi 3aMHTEPECOBAHHBIM JTHIIAM;

® YyIpO3bl, CBS3aHHBIE C IEepexBaroM WH(OPMAIUH, cojepxkalleil CBeIeHHs O
TIEPCOHAIBHBIX JTaHHBIX paOOTHUKOB M O0YyYaroIMXcs, W3 KaHAJIOB Iepenadu
JAHHBIX C WCIOJIB30BAHHEM CIEIHATM3UPOBAHHBIX MPOTrPAMMHO-TEXHUYECKUX

CPEIICTB;
® VYIpo3bl, CBs3aHHBIE C IoTeped (yTpaToil) HH(pOpMaUWH, COJAEpKaIIen
CBENIEHUsI O MEPCOHATBHBIX [AaHHBIX pabOTHUKOB H 00ywaromumxcd,

BCIIeICTBHE cO0eB (0TKa30B) IPOrPaMMHOIO U allllapaTHOro obecleyeHus;

® Yrpo3Bl, CBA3aHHBIE C BHEIPEHHUEM KOMIBIOTEPHBIX BHPYCOB M JPYIOro
BPEJOHOCHOTO IIPOTPaMMHOT0 00ecIIedeHN s,

e VYIpo3bl,  CBS3aHHBIE C  OCYILIECTBICHMEM  HECAHKIIMOHMPOBAHHBIX
UH(OPMAIMOHHBIX BO3IeHCTBHH (HallpaBleHHBIX HA «OTKa3 B 00CITyKUBaHHI»
IUISE CEPBHCOB, MOJM(HUKAIUIO KOH(OUIYPALMOHHBIX NaHHBIX IIPOrpPaMMHO-
amnmapaTHbIX CPEACTB, N0A00p ayTeHTU(PHUKAIIHOHHOH HHQOPMALIMY U T.IL.).

(DYHKLII/IOHEUIBHBIG TpC6OBaHI/I§I 0e301IacHOCTH 0XBATHIBAKOT:



TpebOoBaHUA K OCYIIECTBICHHIO ayIuTa Oe30IacHOCTH;

TpeboBaHuA K 00eCIedeHNIO OAIMHHOCTH CyOBeKTOB 0OMeHa HHGOpMAaIHeH;
TpeOoBaHKUs K KPUNITOTpahuIecKoi MOIIEPIKKE;

TpeboBanus K 3amuTe HHGOPMALUH, COAepIKallell CBeleH s O MEPCOHANBHBIX
JIaHHBIX Pa0OTHUKOB U 00yJaIOIINXCS,

TpeOOBaHMA K HICHTU(GUKALINY U ayTeHTH(UKAIHHK Tojb30BaTeneil AVC;

e TpeQoBaHUS K YIIPABJICHUIO 6€30MaCHOCTRIO;

e TpebOBaHUS K 3alllUTE CUCTEMEI 0€30ITaCHOCTH.

2. Ocnosnble pynkuuonavhsvle éo3moxcrnocmu AUC, ceazannvie
c obecneyenuem bezonacHocmu (3auiumoin UH@opmayuu)

2.1. 3amuTa JaHHBIX MOJbL30BATE/Is

AHWC pomxHa OCYIIECTBIATh QYHKIUM H IOJUTUKY H30HPaTEILHOrO
(IMCKPEIMOHHOI0)  YNpaBIeHHS  JOCTYyIoM. M3bupaTensHoe — yIpaBieHHE
JOCTYIIOM  JOJDKHO  IPEJOCTaBIATh  BO3MOXHOCTH  OrPaHHYHMBATE U
KOHTPOJIMPOBaTh AOCTYII K CHCTeMe M K HHOpPMAIlUH, COMepIKallel CBEeIeHHs O
TIEPCOHATBHBIX TaHHBIX.

Kaxnpiii [lonp3oBatens, mertaronuiicss momyuuts jgoctyn Kk AVC, cHagana
IOJDKEH MIPOXOIUTE IIPOLEAYPY HICHTU(DUKALMY U ayTeHTU(OUKAINH, a 3aTeM, [IpU
IIOIIBITKAX  IIONyYEHHs [OCTylla K aKTHBaM, — aBTOPHU3AIUIO, T.e. IIPOBEPKY
paspemenuii Ilonb3oBaTens IO OTHOIICHUIO K KaKOMY-THOO 3alIHIIaeMoMy
aKTHBY.

B AWMC poctyn k uHHQOpMalMM [JOJKEH OBITh pa3pelieH TOIBKO
yIOJHOMOYeHHBIM Ha 310 [lonb3oBartensiMm. Mopens 3amutel AWC  pomxHa
BKJIIOYATh KOMIIOHEHTBHI, KOTOpBIE PEaU3yIOT KOHTPOJb CYOBEKTOB MOCTYIIA,
NENCTBUM, NpPeNIpPUHUMAEMBIX KOHKPETHOM CYIIHOCTBIO II0 OTHOIIEHUIO K
00BEKTY JOCTYIIA.

Kaxnaelii o0BexT pocryna, mnpencraBieHssii B AWMC, nomxeH ObITh
OHO3HAYHO aCCOLMHUPOBaH ¢ HAOOpoM aTpuOyTOB OE30MACHOCTH, OMPEIEIIIOIHX
Oe3oracHOCTh 3amuInaeMoro oObekTa. J[laHHEIH HaGop arTpuOyTOB HOJDKEH
¢opMupoBaThCS IpPU CO3AaHUM OOBEKTa W BIOCIEIACTBHM MOYKET MEHSATHCS.
W3meHeHne WX 3HAYEHUH MOJKHO ObITh obecrmeueHo TONBKO Ilomb3oBaressm,
UMEIOIIMM  CTaTyC Biajensla o0beKkTa, a Takke CcyO0beKkTaM, KOTOPBIM
MIPEeIOCTABICHBI COOTBETCTBYIOIIME [TOJTHOMOYHS.

IlpaBa noctyma cyObekToB K 00BEKTY HDOMKHBI ONPEAENAThCS MOCPEICTBOM
CIIMcKa ynpaBneHus JocTynoM. CIHCOK yIpaBieHUs JOCTYIIOM JO0KEeH BKIIOYATh
TepedeHb MMOIb30BaTeNel, KOTOPHIM pa3pellieH TOCTYN K 00BeKTy, a Takke Habop
JOTTYCTHMBIX HaJl 00BEKTOM AeHCTBHI.

2.2. AyauT coObITHH 6€301aCHOCTH
AVC momxna obecreyuBaTh HabOp CpeAcCTB ayauTa, NMpeaHa3HAYEeHHBIX IS
MOHHMTOPUHTa U OOHApyXeHWsI HeKelaTeNbHBIX YCIOBUM, KOTOPBIE MOTYT
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BO3HHMKHYTh, @ TaKKe COOBITHH, KOTOpbIE MOTYT TIPOM30HTH B CHCTEME.
MOHHMTOPUHT OTHOCSIIUXCS K O€30MacHOCTH COOBITHH JIOJDKEH I103BOJISTH
OoOHapy>XMBaThb HapylIuTesled Oe30macHOCTH, a TaKkKe BBISBIATH IIOMBITKH
HecaHKI[MOHUpoBaHHOro goctyna kK AWMC wunm jpoctyma K - 3alfuiaeMoi
aHpopManuu. B gacTHOCTH, oTpenenssl TMONWTHKY aymuTa, YIOJIHOMOYEHHBIH
anmunuctpatop AVUC nomkeH MMeTh BO3MOXKHOCTb OCYIIECTBIATH ayIUT TOJBKO
HEOOXOJIMMBIX THUIIOB COOBITUH O€30MaCHOCTH, TaKUX Kak HeyJauHbBIE IMOIBITKH
noaKModeHust momnb3oBareneil k AMC. 3amnuchk pe3ynbTaToB ayauTa COOBITHIN
0e30TTacHOCTH JOJDKHA OCYIIECTBIATHCS B JKYPHAlBl PETUCTPAITHH COOBITHH
ayJiiTa, TOCTYIl K KOTOPOMY JOJKEeH OBITh paspelleH TOJIbKO YIIOJTHOMOUYEHHOMY
amvuauctpatopy AMC. TlpocMOTp KypHallOB perucTpaluyd COOBITHM ayauTa
JOJDKEeH BBINONIHSETCS ¢ ucronb3oBaHueM cpencts AVC (cnenuanu3upoBaHHBIX
WHCTPYMEHTAJIBHBIX CpeAcTB). JlaHHBIE CcpencTBa JIOJDKHBL IPEIOCTABIATH
BO3MOJKHOCTh MOHUTOPHHIa U PETHCTPallMd TOJBKO TeX COOBITHH ayauTa,
KOTOpPEIE YIOBIETBOPSIIOT 3aJaHHBIM KPHUTEPUSM, YTO TIIO3BOJIUT OTPAaHWYUThH
00BeM JaHHBIX, COOUpPaeMBIX 0 COOBITHIX O€30IIaCHOCTH.

2.3. UpenTudukanus H ayTeHTHHUKAIHSA

AVC pomxsa TpeboBarth, 4YTOOBI BCe CYyOBEKTBI JOCTyIAa YHUKAIBHO
HAeHTUDUIIUPOBAITUCE U ayTeHTHbHITpoBanuck pu goctyne kK AVC ¢ nomoisto
BBOJA MAeHTH(HKAaTOpa U napoii. MaeHTudukauus 1 ayTeHTU(QUKaLKs JOJDKHBL
OCYIIECTBIATLCA MO BBIMOJHEHHS CYyOBEKTOM JOCTyINa KaKHX-THOO [ENHCTBUU.
AWC pomxHa mommepxuBaTh ayTeHTHGUKanuio llonp3oBaTenell BMecTe ¢ HX
apropusanuei.  [IpemycmarpuBaeTrcs, uro  aBTopus3anus lloixp3oBartenei
TIpeNCTaBIgeT Ha4dalbHBIH YPOBEHB Ul paspellleHhs JOCTyIla K JIOKAlIbHBIM H
CETEeBBIM pecypcaM.

AWUC pomxna o0ecmedmBaTh XpaHEeHHWE Iapojeil B IpeoOpazoBaHHOM
dbopmare. AVIC pomxHa TNpesocTaBlsiTh CPEeACTBAa YCHIIEHHS O0e30MacHOCTH
mapojedl d4epe3 HCHONB30BAaHHME MEXAHHM3MOB, IIO3BOJIIOLIMX  OIPENEIHTh
MHUHUMATBHYIO JUTHHY, BpeMs OeHCTBUS (MHHMMAlIbHOE M MaKCHUMAaIIbHOE), 3a1aTh
TpebGoBaHHe YHUKAIFHOCTH (HEMOBTOPSIEMOCTH) B BpeMs CMEeHbI apoJI.

AWC pomkHa TpPemoCTaBIITh MEXaHU3M OIIOKHPOBAaHHSA YYETHOH 3alllcH
II0JIL30BATENS ITOCIE ONPEAETIEHHOTO0 KOMUYECTBa IONBITOK BBOJIa HENPABHUIBHOTO
WMEHH H/WIH TIapoJisi MOJB30BaTeNsl 10 €€ pa30IoKHpOBaHHsA aIMHHHCTPaTOPOM
AVUC wuma 1o HCTEYEHWM BpPEMEHHM [EHUCTBHSA, 3aJaHHOTO I CYeTYMKa
OJIOKHPOBKH.

2.4. 3amuTa cucTeMbl 0€30MACHOCTH

AVIC momkHa MpeIoCTaBISITh P BO3MOXKHOCTEH U1 00eCIeYeHUs 3allUThI
cucTeMbl OesomacHOCTH. M30dIHs MNpoIecCOB W MOANASpPXKAHHA JOMEHa
6e30MacHOCTH JIOJDKHBI  oDecrieuuBaTh O€30IacHOE BBINIOJNIHEHHE (DyHKIUIA
cucteMsl 6e3omacHocTd AMC. BO3MOXHOCTE OCYILIECTBIEHMS IIEPHOJAHYECKOTO
TecTUpoBanus cpeasl  QyHkuuonupoBanus AMC (anmapaTHOW 4acTH) W
cobcTBerHO camux (GyHKUHE cucteMsl OezonacHocTH AVIC momkHo obecneunBarh



MOAJACp)KaHWE YBEPEHHOCTH AaJMHHUCTpaTOpa AVWC B [EeNoCTHOCTH H
KOpPPEKTHOCTH (yHKIMOHUPOBAHUS (QYHKIHH CHCTEMEI O€30I1aCHOCTH.
3. Ocnoenble PYHKUUOHATIBHBIE 603MOHCHOCHU NOBbIHEH UA HAOECHCHOCIU

AWC nomxHa obecredunBaTh HaASKHYIO 3aITUTY TaHHBIX OT HEIPeIBUACHHBIX
cO0eB WM OTKa30B CHUCTEMEI, OOecIeyMBas CJeQYIOIIHEe BO3MOXHOCTH II0
ITOBBIIIEHUIO HALEXKHOCTH.

3.1. Pe3epBHOEe KONMHpPOBaHHE JaHHbIX

B AWC [0omKHBI BXOIUTh CTaHIApPTHBIE CPENCTBA NPENOTBPAllECHHS MOTEPH
MaHHBIX W WX BOCCTAHOBJIEHHS B Cllydae BO3MOXHBIX cOoeB. Vmerommecs
CPECTBA PEe3epBHOIO KOIMPOBAHHS ODKHBEL HpenocTaBwaTh [lome3oBatensm
BO3MOJKHOCTH BBIOOpa PpAa3NIM4YHBIX CTPAaTErdil PEe3epBHOTO  KOMHPOBAHMUS,
obecrieynBaroluX HeOOXOJUMBIM  ypOBEHb 3alllMTHl JaHHBIX B  Cllydae
BO3HUKHOBEeHHs cOoeB B paborTe cuctemsl, Ipu 3ToM llonb30BaTensiM HOJDKHA
[IPEIOCTABIIATECS BO3MOXKHOCTD BBIITOJHEHHUS PE3EPBHOIO KONMMPOBAHUS AAHHBIX
Ha HECHEMHBIC H ChEMHBIE YCTPOMCTBA XpaHEHHS.

3.2. BoccTaHoB/IeHHEe CHCTEMbI

DYHKIMOHATBHBIE  BO3MOXHOCTH  BOCCTAHOBJIEHMS  CHUCTEMBI  JOJDKHBI
ro3BonsATh Bo3Bpamars AVIC B coctosiHue, npemectsyronee cooro. [Ipu sToM B
AUC He [OIDKHO TIPOMCXOAUTh TMOTepH (MuOO IOTEepH JOMKHBI OBITH
MHHUMAIIBHBI) ¥ UCKAKCHUS JaHHBIX.

3.3. CpeacrBa aAMHHHCTPHPOBAaHMs, YIIPaBJIEHHS U NOIEPKKH

B cocra AMC pomkHEI OBITH WHTETPUPOBaHBl TIpadUyYecKHe CpelCcTBa
aJMHUHUCTPUPOBAHMS W/WIM YTWINTHl KOMAHJHOH CTpOKH, OOeCIevHBarolIne
>hdexTHBHOE ToONHOMaciuTabHOe ¥ THOKOe ympaeieHwe (B TOM HHCHE
MOHHTOPHHT).

4. Cpeoa bezonacnocmu AUC

4.1. Moaeau yrpos, xapakrepabie s AUC

4.1.1.  OcyuiecTBieHHe  HECAHKIMOHMPOBAHHOTO  O3HAKOMIICHHS  C
MepCOHANLHBIME JaHHEIME PAOOTHHKOB U 00YYarOIIIXCAL.

MeTOYHHKH YIPO3bl — BHEITHHH 3JI0YMBIIIIEHHHUK.

Cnoco6 (MeTo) peasiM3alii yrpo3bl — IepexsaT UHPOpPMALNY U3 KaHAIIOB
mepejladd JaHHBIX C HCIIONB30BaHHEM CICLUATU3UPOBAHHBIX IPOTPaMMHO-
TEXHHYIECKHUX CPEJICTB.

Ucnonn3yeMble yI3BHMOCTH — BO3MOXHBIE HEJOCTATKYA MEXaHH3MOB 3alUThI
MHpOpMALMK TIPH ee Tepefade IO KaHanam Iepefladd JaHHbIX, CBS3aHHBIC C
BO3MOJKHOCTBIO ~ HECAHKIIMOHMPOBAHHOTO  O3HAKOMIIEHHS C  IleperaBaeMou
uHpOpMaIUed TPETHUX JIKIL.



Bun undgopmanuu, noTeHOHAIbHO NOJABEPKEHHOH yrpo3e — IepCOHAIBHEIE
JaHHBIE PaOOTHUKOB W 00YYaIOIIHUXCS.

Hapymaemoe cBoiicTBO 6€30NMaCHOCTH — KOHOUIEHIIHATBHOCTB.

Bo3MoikHble mocjelcTBHS peaqH3alldH YIPo3bl — HAHECEHHS MOPAIbHOTO
W/WIA MaTepualbHOTO yimepba muily, QUIypUpyIOIleMy B IIepeXBadyeHHOH
uHMOpMaLUK. Hanecenue KOCBEHHOI'O MaTepUalIbHOIO yiepba
00pazoBaTeIbHOMY YUPEKICHHUIO.

4.1.2.  OcymecTBieHUe  HECAHKI[MOHUPOBAHHOI'O  O3HAKOMIJIEHUS  C
IIEPCOHAILHBIMU JTAHHBIMUA pabOTHUKOB ¥ 00ydaromuxcs U UX Moauduxaims (B
TOM HHCIIE ITOAMEHA).

HeTouHuKH Yrpo3bl — BHEITHUH 3JI0YMBILIUIEHHUK.

Cnoco6 (MeToa) peanu3aluu yrpo3bl — nepexsaT HHGOpPMAIUU U3 KaHAJIOB
mepeqadyd  JAaHHBIX C KCIOJB30BAaHUEM CIICUMAIU3UPOBAHHBIX IIPOrPaMMHO-
TEXHUYECKUX CpescTB; Moaudukanus (B TOM YHCIe NOIMEHa) IlepexBaueHHOH
HH(OpPMAIIMK U HaBsI3bIBAHUE JIOKHOH MH(pOpMaLUH.

Hcnonb3yemMble  YS3BHMOCTH —  HEJOCTAaTKA MEXaHM3MOB  3all[UTEHL
dHhDOpPMaITH TIPU ee Tepefade IO KaHallaM Iepeladd MaHHBIX, CBS3aHHEBIE C
BO3MOXHOCTBIO HECAHKITMOHHPOBAHHOTO O3HAKOMIJICHMSI U MOAMQUKALUU (B TOM
JHUCIIE TIOJMEHBI) IIepeiaBacMoil HHPOpMaIIHH.

Buj undopManuu, NOTEHIHAIBHO NOJBEPXEHHOH yrpo3e — IepCoOHaNbLHEIE
naHHbIe paOOTHUKOB U 00YYArOIIUXCSL.

Hapyumiaembie  cBolicTBa  0e30macHOCTH —  KOH(QHIECHUHAIBHOCTE,
I[ETIOCTHOCTb.

Bo3Mo:kHBIE MOC/HeICTBHS peaH3aluu YIPo3bl — HAaHECEHHsS MOPAaIbHOIO
W/AIH  MaTepualpHOro yiepba Iuily, (QUIypUpyIOLleMy B II€peXBaueHHOM
UH(GOPMAIMA W3-38 HECAHKLIHOHHPOBAHHOIO DPACKPHITHS KOH(QHAEHIMAIbHOH
WH()OPMAITIH WK PACIPOCTPaHEHHs PACKPBITHIX JaHHBIX. HaneceHne KOCBEHHOIO
MaTepUabHOTO yiiep0a 00pa3oBaTeIbHOMY YUPEXKIEHHIO.

4.1.3. Hapymenue IOCTYIMHOCTH, yTpaTa WM MCKaXEHHE IIPeOCTaBJIsSeMbIX
IIepPCOHALHBIX JaHHBIX pabOTHUKOB M 00yHaloIuXcs BCIeACTBHE cO0eB (0TKa30B)
[IPOTPaMMHOTO H annapaTHoro obecreueHusl.

McTouHMKH Yrpo3bl — POTPaMMHOE U allapaTHoe obecredeHue.

Cnoco6 (Meroa) peaju3amHd yrposbl — cbou (OTKazbl) IIPOrpaMMHOIO H
armapaTHoro odecrneyeHusl.

Hcnonb3yeMble YS3BHMOCTH — HENOCTAaTKM MEXaHH3MOB 00ecreueHus
mocTymHocTr — TpeOyemodt  MHGbOpMAalMM, CBA3aHHBIE C  BO3MOXKHOCTBIO
OI0KMpOBaHUS IIPENOCTABIEHHS HHOOPMALUU Ha HEJOIyCTUMOE BPEMSI.

Buj undopManum, NOTeHIHAIbHO NOABEPKEHHOH yrpo3e — epCoHaIbHbIE
naHHble paOOTHUKOB U 00ydJaeMBbIX.

Hapyumaemoe cBoicTBO 6e30aCHOCTH — JOCTYITHOCTb, JIOCTOBEPHOCTb.

Bo3Mmo:kHbIe NOC/EICTBHS Peaju3allii Yrpo3bl — HAPYIIEHHE CO CTOPOHBI
06pa30BaTENBEHOrO YUPEeXKIECHNsS B3SATHIX Ha cebs 00s3aTeNbCTB MO 00paboTKe
NEPCOHANBHEIX aHHBIX PabOTHUKOB M OOYYarOIMXCH M MOXKET IPHBECTH K
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OpsAMOMY HIIM KOCBEHHOMY MaTepualbHOMy ymepOy oOpazoBaTelbHOMY
YUPEXKIEHHUIO.

4.1.4. HapyumieHue CcOrIacoBaHHOCTH J[AaHHBIX B TIEPCOHANBHBIX JaHHBIX
paboTHUKOB M oOydaromuxcs BcinencTBHe cOoeB (OTKA30B) MPOrpaMMHOI0 H
anmapartHoro oOecriedeHus, a TakkKe OIIMOOK IepcoHaia 00pa3oBaTeILHOTO
yUpeXACHHU.

HcTouHHKH YIpo3bl — IPOTPaMMHOE U aliapaTHoe O0ecleYeHrue, IepCOHAT
00pa30BaTENBHOIO YUPEeXKISHNUS.

Cnoco6 (meton) peanuszamuu yrpo3bl — cOom (OTKasbl) MPOTPaMMHOIO
obecrieyeHHS U OIMUOKY TepcoHana 00pa3oBaTeIbHOTO YUPEKICHHUS.

Hcnosib3yemble YSI3BHMOCTH — HEJOCTaTKH MEXaHH3MOB oOOecredeHus
coryiacoBaHHocTH JaHHBIX B Bl AVC, cBsizanHBIE ¢ BO3MOXXHOCTEIO HApyIIECHHUS
COTJTaCOBAHHOCTH.

Bua ungopmanum, NOTeHIHAJLHO O/ABEP:KEHHOMH Yyrpo3e — IIepCOHATIBHBIE
IaHHBIE paOOTHUKOB M 00YJarOIIUXCSI.

HapymaeMble cBOiicTBAa 0e30MacHOCTH AKTHBOB — JOCTOBEPHOCTD,
OEIIOCTHOCTE.
Bo3mosknabie mocjaeacTBHS peajqu3aliil yrpo3bl — pacCorjiaCoBaHue B

MIEPCOHANIBHBIX JaHHBIX pabOTHUKOB U o0ydaeMsIX, XxpaHumbIxX B bl AWC, 4ro, B
CBOK OYepenb, TNPHBEAET K BO3MOXHOMY HaHECEHHS MOpPaJIbHOTO U/WiIH
MaTepHaILHOTO yiepba 00pazoBaTeIsHOMY YUPEKICHHIO.

4.1.5. OcymecTBieHne N0CTya (03HAKOMIIEHHS) ¢ MEPCOHAILHBIMU JaHHBIMH
obyuarolierocs, XpaHuMbIMH U o0OpabateiBaemMeiMH B AMC, 6e3 cormacus
cyObeKTa TepCOHAJbHBIX JAaHHBIX MJIM OKOHYaHHS CpOKa JEHCTBHS TaKoro
coryacusl.

HceroyHuKH Yrpo3bl — YIIOJHOMOYEHHBIE Ha JOCTYyH K IE€PCOHAIIBHBIM
JaHHBIM BHYTPEHHHE U BHEIIHUE I10JIb30BATEIH.
Cnoco6 (mMeroa) peaJH3alHH Yrpo3bl — OCYILIECTBICHHE JOCTyIa K

MIEPCOHAIBHBIM JTaHHBIM O00Yy4YarOIIUXCSA C HCIIONB30BAHMEM IITATHBIX CPEJICTB,
MPeNOCTABIIEMBIX IIPOrpaMMHO-annaparHeiM odbecneuenreM AKC.

Hcnosb3yemble yA3BHMOCTH —  HENOCTaTKH MEXAaHHU3MOB  3alllMTHI
MEPCOHABHBIX JaHHBIX 00y4arollerocs, CBA3aHHBIE ¢ BO3MOKHOCTBIO JOCTYyIa K
HUM 0O€e3 NMHMCBMEHHOTO corjiachs CyObeKkTa MEepCOHAalbHBIX AAHHBIX HIIH IIOCHE
OKOHYaHHUS CpOKa ero ICHCTBHS.

Bua madopMannu, NOTEeHUHAALHO NMOABEPKEHHOH yrpo3e — IepcoHalbHbIEe
JIaHHEBIE 00y4YarOIUXCs.

Hapymaemblie cBoiicTBa 6e30n1aCHOCTH — KOH(UIEHIIMAIbHOCTE.

Bo3moskHBIE TOCJAEACTBHA peajii3allHd Yrpo3bl — HECAHKIIMOHHPOBAHHOE
O3HAKOMJIEHME C IIEPCOHATBHBIMH JaHHBIMH BeIeT K HAHECEHHIO MOpPaJbHOTIO
W/uiad MaTepHanbHOTO yiuepba obydarolieMycs H3-3a HECAaHKIIMOHHPOBAaHHOTO
PaCKPBITHS KOHOUICHI[HAIBHOH HHOpMAIIHH.



4.1.6. Buempenne B HHQOPMALMOHHYIO cHCTeMY 00pa30BaTEILHOIO
YUpEeKIeHUs BUPYCOB U APYIroro BPeJOHOCHOI'O MPOTrPaMMHOTO OOecTiedeHus pu
B3aMMOJEHCTBUH C BHEIIIHUMH CHCTEMaMH, a TaKXKe IT0JIb30BaTeNIIMU C HOCUTENeH
MH(OpMaIiX, UCIIOJIB3YEMBIX Ha aBTOMAaTH3UPOBAHHBIX paboumnx MecTax.

Herounuku  yrpo3sl —  BHYTPEHHHME II0Jb30BaTeIHM M IIEPCOHAN
00pa30BaTENBHOTO YUPEKIEHHS, BHEIITHUE CHCTEMBL.

Cnocob (meroa) peanm3alMH Yrpo3bl — BHEJPEHHE BUPYCOB W APYrOro
BPEIOHOCHOI'O MPOrpaMMHOro obOecredeHus IIPU B3aUMOJCHCTBHH C BHEIIHUMHU
cucremMamu ((aiioBeli OOMEH, 3JIEKTPOHHAs IIOYTa M T.L), a Takke IpH
WCIIONIE30BAHUN CHEMHBIX HOcHTelel uHGbopMalud Ha aBTOMAaTH3UPOBAHHBIX
pabouux MecTax.

Hcenonb3lyemble YS3BHUMOCTH —  HENOCTAaTKM  MEXaHM3MOB  3alllUTEHI
HHQOPMAIMOHHOM CHUCTEMBI 00pPa30BATENBHOIO YUPEKIEHUS OT BHEIPECHHS
BHPYCOB H JPYroro BPeIOHOCHOTO IPOrpaMMHOI0 OOeCreueHus, CBA3AHHBIE C
BO3MOXXHOCTBIO BHEJPEHMSI BHPYCOB H IPYroro BpPeJOHOCHOIO MPOrpaMMHOTO
obecrieyeHus.

Bua undopmanuu, noTeHUHAIBHO NMOABEPAKEHHOH yrpo3e — IIPOrpaMMHOE
obecreuenre HHOOPMAITMOHHON CUCTEMbI 00pa30BaTENBFHOTO YUPEKICHHS.

Hapymiaemoe cBoiicTBO 6€30I1aCHOCTH AaKTHBOB — 1[€JIOCTHOCTb.

Bo3moskHbIe MOC/IEACTBUS peajM3allHH yrpo3bl — HapyLICHHE PEKHMOB
GYHKIMOHHPOBAHMS HHPOPMAIIMOHHON CHCTEMBI 00pa30BaTEIbHOIO YUPEKACHHS,
notepst (yrpara) H UCKaKeHHe MH()OPMALMK, CHIDKEHHE YPOBHS 3all[MILEHHOCTH
WHGOPMAIIMOHHOX  CHUCTeMbl  00pa3oBaTeNbHOTO  YyuYpekIcHHd. Benmer K
BO3MOXHOMY MaTepHalbHOMY yiepOy 00pa3oBaTeIbHOMY YUPEKICHHIO.

4.1.7. OcyiiecTBneHue HECAaHKITMOHHUPOBaHHBIX nHGOPMAaITMOHHBIX
BO3eHCTBUN  (MOomMbUKAMsd KOHOMUIYPallMOHHBIX  JaHHBIX  IIPOrPaMMHO-
ammapaTHeIX CPEICTB, MoAOOp ayTeHTH(PMKALMOHHOW HMH(OpPMaUMH W T.I.) Ha
HH(DOPMAIIMOHHYIO CHCTEMY 00pa30BaTEeNbHOIO YYPEkKACHHUs, OCYIIECTBIIIEMBIX
U3 BHEITHUX CUCTEM.

HMeTovHHKH YTPO3bl — BHEIITHHE 3JI0YMBIIUICHHUKH, BHEIITHHE CUCTEMBL.

Cnoco6 (meroa) peaau3aldH  yrpo3bl —  HECAaHKI[MOHUPOBAHHEIE
HHGbOPMAallMOHHBIE BO3IEMCTBHS C HUCIIOIB30BAHHUEM  CIEIHAIU3HMPOBAHHOIO
IPOrpaMMHO-aIIapaTHOro 00eCTIeUeHHU .

Hcnonb3zyeMble yS3BHMOCTH —  HEJOCTAaTKM  MEXaHM3MOB  3alllUThI
MH()OPMaMOHHOM CHUCTEMBI 00pa30BaTEeIEHOTO yUpeKIEHUS oT
HECAHKI[HOHHUPOBAaHHBIX BHEIIHUX BO3EHCTBHH.

Bua undgopManui, NOTEHUHAJBLHO MOJBEP/KEHHOH yrpo3e — IporpaMMHO-
anmapartHoe obecredeHne HHGOPMAIMOHHOM CHCTEMBI  00pa30BAaTENBHOrO
YUpeXKIeHHUs.

Hapymaemble cBoiicTBa 0e30MacCHOCTH aKTHBOB — KOH(HIECHIMAILHOCTE,
L[€JIOCTHOCTb.

Bo3MoOsKHEIE MOCJEICTBHS peaii3allHH YIrpo3bl — HapyllleHHe PEXHMOB
(QYHKIHOHUPOBAHMS HHOOPMALMOHHON CHCTEMBI 00pa30BATENBHOIO YUPEXKICHHUS,
CHIDKEHME YPOBHS 3alUINEHHOCTH WH(POPMAIMOHHON CUCTEMEI 00Pa30BATENBHOTO
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yupexaeHus. Befer Kk BO3MOKHOMY MaTepualbHOMY yiiepOy oOpa3oBaTensHOMY
YUPEXKICHUIO.

4.2, IlToauTnka u nean 6ezonacHoctu 1 AUC
ANC pomxHa o0ecneduTs CIEIOBaHME IIPUBEACHHBIM HUIXKE IIpaBUIIaM

0e30I1aCHOCTH:

1. JomxHa G6ITE 0OecriedeHa PerucTpamys U yueT IoMydeHus (BKIIoYast yKa3zaHue
CpoKa JeHCTBHs) corjacusi oOydarolnerocss Ha oOpaboTKy MpeoCTaBIeHHbBIX
UM B 00pa3zoBaTenbHOE YUPEKIEHNE CBOMX IIEPCOHANBHBIX TaHHBIX.

2. JloinkHa OBITH 0OecrieueHa BOZMOXHOCTh HAJEKHOTO XPaHEHHUS IIePCOHANBHbIX
JAHHBIX pa0OTHUKOB M 00ydaromuxcs (B TeUeHHE NEHCTBH CpOKa TPYZOBOIO
JIOTOBOpa W  paspemieHus Ha  o0paboTKy  INepCcOHalbHBIX  JaHHBIX
COOTBETCTBEHHO).

3. JomxHa ObITH OOecredyeHa BO3MOXKHOCTE OezomacHoro BocctaHosineHus AVC
rocie c00eB ¥ 0TKa30B IMMPOTPaMMHOT0 obecredeH st 1 000py/10BaHHS.

4. INomkua OpITh o0ecrmedeHa  3alldTa  HHGOPMAIIMH, COCTABILIIOIIEH
IepCcoHalbHbIe JaHHBle PAaOOTHUKOB M OOydJarouIuXcs, Ipu ee obOpaboTke,
XpaHeHWHU U Iepefayde Clielualu3MpOBaHHEIMH CPEICTBAMH 3aIUTEI.

5. JlowxkHo ObITh oOeclledeHO HaIW4YUMe HAWICKAIIUX, 3allUIleHHBIX OT
HECAHKI[MOHUPOBAHHOTO  UCIOIB30BAHMUS, MEXAaHH3MOB pErucTpallud H
npenynpexaenus agmuarcTpaTopa AVC 0 mo0bIX COOBITHSX, OTHOCAIIMXCS K
6e3omacuocta AMC.

6. Homxuo OBITH oOecriedeHO HalIW4We HaAJeXalluX H KOPPEKTHO
GYHKIIMOHUPYIOLIUX CpelCcTB aIMUHACTPHPOBAHUS Oe30macHOCTH
HHGOPMAIIMOHHOM CHCTEMBl 00pa30BaTeIbHOrO YUPEKIECHMsA, JOCTYIIHBIX
TOJILKO YIIOJIHOMOYEHHBIM aIMHUHUCTPATOPaM.

7. HomxHbl OBITH IIPeI0CTaBIIEHbI MeXaHHU3MBbI ayTeHTU(UKALIUHY,
obeclieyrBalOIIie aneKBaTHYI0 3allUTy OT MPsAMOr0 HIH YMBIIIIEHHOIO
HapylIeH!s 0€30M1aCHOCTH HApYIIUTEIAMH C HU3KUM IIOTEHIMAIOM HallaIeHus.

8. JlokHel OBITH oOOecriedeHbl MEXaHHU3Mbl TIeHepallii, HaIJIeXallero M
3aIMIIEHHOr0 paclpeeNieH s, YHHYTOXKEHUS KIIoueBOH MHQOpMaluH, a
TaKKe MeXaHM3MBl IH(POoBaHus, U (GOPMHUPOBAHUS IIEKTPOHHOH IM(POBOH
noanucy. J[aHHbIe MEXaHHU3MEI JIOJKHBI (YHKIIMOHHUPOBATh B COOTBETCTBHUH C
cepTU(UIUPOBAHHBIMU AIITOPUTMAMH.

4.3. IosnTHKA H HeaH 6e30MacHOCTH s cpeabl pynkunonnposanus AUC



Cpena ¢ynxumonmposanns AMC nmomxHa oOecliednTh Clie[JOBaHUE INPHUBEICHHBIM
HIDKE TTpaBuiiaM 6e30MacHOCTH:

1.

JomxkHa ObITh 0OecreueHa UHKCHEPHO-TEXHUYECKAs YKPEIIEHHOCTh 00bEKTOB
pasMeIeHusl CUCTEMBl 00pabOTKM, XpaHEHUs M Iepeladd HHGOpMAIHH,
coepiKarieii cBeJIeHHs O IEPCOHATBHBIX TaHHBIX.

OOBeKTHl pa3MeIlleHHs CHCTeMBl O00paboTKH, XpaHEeHHs W Iepenadn
HHGbOpPMAINH, COAepKallel cBeleHHs O ePCOHATBHEBIX JaHHEIX, JOJDKHEI OBITh
000pyI0BaHbl CUCTEMOM OXpaHHOM CUTHATM3AI|U.

JomkHa ~ OBITH  MCKIIFOYEHA  BO3MOXHOCTh  HECAaHKIIMOHMPOBAHHOIO
GHU3UUEeCKOTO JOCTyNna K IPOrpaMMHO-alllapaTHBIM 3JIEMEHTaM CHCTEMBI
00paboTKu, XpaHeHHs M Iepefadyd UHQOpPMAlMH, COAepKallel CBEAEHUS O
MePCOHATBHBIX JAHHBIX, CO CTOPOHBI IOCTOPOHHMX JIHIL.

Ha o06bextax cucTteMbl 00paboOTKH, XpaHEeHUs M IMepenadd HHGOpMaIluH,
cofiepkalelf cBeIeHus O MEePCOHATbHBIX NaHHBIX, JOJKHO OBITh 0becreueHo
HaJWYWhe W HaJUleXkallee HWCIIONb30BaHHe CpPEeICTB aHTHBUPYCHOM 3alllHTBI,
CepTH(GUIUPOBaHHBIX IO TpeOoBaHusM Oe3omacHOcTH. JlomkHO OBITH
obecrieyeHo perynspHoe 0OHOBICHUE aHTUBHPYCHBIX 0a3.

OOBbeKkThl CHCTEMBI 00pabOTKH, XpaHEHHS U Ieperadd HMHMOPMAIUH,
cofepyKaleit CBeIeHusI 0 MEPCOHANBHEIX JIaHHBIX, JOJKHO OBITH MOJKIIFOYEHEI
K BHEITHUM BBIYHCIHTEILHEIM CETAM OOIIEro MOJIb30BaHUs C UCIIOIb30BaHUEM
HaJIEKAIIUX CPEJICTB MEeXKCETEBOT0 SKPaHUPOBAHHUSA, CEPTURUIMPOBAHHBIX 10
TpeboBaHUsAM OE30aCHOCTH.

Ha oObextax cucTeMbl 00pabOTKM, XpaHEHHS W Iepenaud HHopmanuy,
cozlep)Kalllell CBEIEeHHs O IEePCOHANBHBIX JAHHBIX, NOJDKHO OBITH 0becredyeHo
OTCYTCTBHE HEIITATHBIX MPOrPaMMHBIX CPEICTB, HE MMEIOIIMX OTHOIIEHHE K
nporeccy QyHKIIMOHHPOBaHUS 00pa30BaTeIbHOIO YIPEXKIEHHMSI.

Jlomxuel OBITE OOecIeYeHbl YCTaHOBKA, KOHGUIypHpPOBaHHE M YIIpaBJIEHUE
nporpaMMHoO-ammapataeiMu  cpeacteamu  AMC B COOTBETCTBHH — C
PYKOBOJICTBaMH U COTTIACHO OI[EHEHHBIM KOH(UTYPALIUSIM.

[lepconan, oTBeTCTBeHHBIH 3a amgmuHHcTpHpoBaHue AWMC, no/mKeH OBITH
OrmaroHafeKHLIM W KOMIIETEHTHBIM, W pPYKOBOACTBOBAaTbCA B  CBOEH
JIEATENEHOCTH COOTBETCTRYOIIEH TOKyMeHTallHeH.

VnonHoMmoueHnele Ha pabory ¢ AMC oneparopsl [ODKHBI  OBITH
GIaroHafeXHLIMH, PYKOBOJICTBOBAaTECS B CBOEH paboTe 3KCILTyaTallnOHHON
nokyMmeHTanmedi Ha AWMC, a ®WX COBMECTHBbIE JAEHCTBHMS IOJKHBI OBITH
HAIpaBJIe€HBl HWCKIFOYHTEIBHO Ha BBIIOJIHEHHE CBOMX (DYHKIHOHAIBHBIX
00s13aHHOCTEH.
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IIpunooicerue 2
x npuxazy om30.12.20202.Ne ,“ 37—

. JIucT o3nakomiIeHus
C mpukazoM 00 yrBepxkimeHuu IlomoxkeHuss 1o obecrieueHnio 0e€30IaCHOCTH
ABTOMATH3UPOBAHHON HHGOPMALIMOHHOH CHCTEMEI 00pa30BaTEILHOTO
YUpEKIEHHI 03HAKOMIIEH:

No | O3gakoMIieH:

n/m JlomkHOCTE ®. 1. 0. IMonmuce JlaTa
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